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ABSTRACT : 

PROBLEM TO BE SOLVED: To first transmit confidential 
information by using a 

communication channel that is not kept secret by allowing a 
mobile device to 

receive a public key of a network, generate keyed 
encryption with a 1st random 

number and to transmit it and allowing the network to 
authenticate the 

communication channel and to perform 2nd encryption by 

using the 1st random 

number obtained by decoding it. 

SOLUTION: A mobile device 20 receiving a public key 
(PKnet), other information 

and certification from a network 10 obtains the hush of the 
other information 
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from the PKnet plus the certification by using the public 
key PKCA of a 

certification organization. The mobile device 20 
authenticates the PKnet as 

legal to use it, generates a random number as a session 
key(SK), enciphers the 

SK and the identification information ID of the mobile 
device 20 and transmits 

them to the network 10. The network 10 obtains the SK and 
the identification 

information ID by using a decoding key obtained from the 
PKnet and establishes 

an enciphered voice channel between the mobile device 20 
and itself by using 

the SK as an A key. Thus, confidential information is 
transmitted after being 

authenticated and also the identification information ID is 
enciphered so that 
attack can be prevented. 
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